
RESOURCES

Department of the Air Force Blue Cyber Education Series
•  Guidance memos, FAQs, templates and education presentations/videos. One-stop

question answers and research on your cybersecurity challenges: www.safcn.af.mil/
CISO/Small-Business-Cybersecurity-Information/

DAF Cybersecurity and Data Protection
• Guidance, research and the latest advice: Kelley.Kiernan@us.af.mil

NISP SP 800-171 Implementation
• Contact your state NIST Manufacturing Extension Program: www.nist.gov/mep
• Advice on implementation and assessment: https://ndisac.org/dibscc/cyberassist/
• Speci ic implementation questions: DCMA_7012_Assessment_Inquiry@mail.mil

Cybersecurity Mentors
• Small business help from the SCORE Foundation: www.score.org
• Not a Mentor...but a great site with vetted, FREE Cybesecurity Services and Tools 

www.cisa.gov/free-cybersecurity-services-and-tools

Questions about DOD Policy and Guidance
•  CMMC Questions: https://www.acq.osd.mil/cmmc/contact-us.html

•  DOD Small Business Programs: https://business.defense.gov/Programs/Cyber-Security-Resources/  
and Phone (571) 372-6191
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RESOURCES (continued)

CMMC Preparation
• Detailed presentations on cybersecurity: www.projectspectrum.io/#!/
•  Comprehensive website with the latest CMMC information: https://www.acq.osd.mil/cmmc/

National Cyber Awareness System 
• Cyber vulnerability alerts, bulletins and analysis reports: https://us-cert.cisa.gov/ncas
• New initiatives such as: www.StopRansomWare.gov
• �DOD-Defense Industrial Base (DIB) Collaborative Information Sharing Environment (DCISE):

https://www.dc3.mil/Organizations/DIB-Cybersecurity/DIB-Cybersecurity-DCISE/

Getting Started with Cybersecurity for Your Small Business
•  Very solid guide to getting started from NIST:  https://nvlpubs.nist.gov/nistpubs/

ir/2016/NIST.IR.7621r1.pdf
•  Another NIST guide to understanding the WHY of cybersecurity: https://svtc-va.org/wp-

content/uploads/2018/01/JMU_Oct_30_15.pdf

•  Connect to local support through the SBA at  www.sbir.gov/local-assistance

Cybersecurity Tools
•  The DHS Cyber Security Evaluation Tool (CSET®)  provides a systematic, disciplined, and
repeatable approach for evaluating an organization’s security posture: https://www.cisa.gov/
uscert/ics/Downloading-and-Installing-CSET

• NSA’s Cybersecurity Collaboration Center:  https://media.defense.gov/2021/
Mar/03/2002593055/-1/-1/1/CSI_Selecting%20a%20Protective%20DNS%20Service_
U00117652-21.PDF
•  The DOD Procurement Toolbox is a collection of tools and services to help you and your
organization manage, enable, and share procurement information across the Department
of Defense: www.dodprocurementtoolbox.com  (select “Cybersecurity”)

Download this resource list: www.safcn.af.mil/CISO/Small-Business-
Cybersecurity-Information/
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